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Professional / Community 2025.8.4

Burp Suite Community Edition

Windows (x64)

licence agreement.

& DOWNLOAD show checksums

We've upgraded Burp's browser to Chromium 140.0.7339.133 (Mac),
140.0.7339.128 (Windows) and 140.0.7339.127 (Linux). This release fixes a

critical CVE. For more information, see the Chromium release notes.

Usage of this software is subject to the

All releases =

Burp Suite Vulnerabilities

Web vulnerability scanner Cross-site scripting (XSS)
Burp Suite Editions SQL injection

Release Notes Cross-site request forgery
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Proxy M2 Proxy Setting > Reqest, Response |3

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.8.4 - Tempc = I

.'_'."';I' M5 -m—
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder @ © '
Comparer Logger Organizer Extensions Learn joi Tools > Proxy Manage global settings
Intercept HTTP histo WebSockets histo Match and replace (
i T 84 Y P © Procy setiiige - . Import / export CA certificate Regenerate CA certificate
m User Project =
@ Intercept off Forward Drog @ Open browser @ :
v Tools @ Request interception rules
Proxy @ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
Intruder Intercept requests based on the following rules:
Repeater
Add Enabled  Operator  Match type Relationship Condition
Sequencer ; AQiFg]Ai A A AjcC|Aj
Edit I File extension Does not match (~gif$|*jpa$|* png$|* css$|*js$| lco...l
Burp's browser Or Request Contains parameters
- Remove or HTTP methed Does not match (get|post) >
’ Up And URL s in target scope
Sessions
Down
> Network
f > User interface
’ Automatically fix missing or superfluous new lines at end of request
> Suite
Automatically update Content-Length header when the request is edited
Al
> Extensions
Intercept is off @ Response interception rules
0 configuration library @ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
If you turn Intercept on, messages between Burp's browser and your target servers are held )
here. This enables you to analyze and modify these messages, before you forward them. Intercept responses based on the following rules:
Add Enabled  Operator  Match type Relationship Condition
Lean more car || Content type hea... Matches text |
Or Request Was modified
Remove Or Request Was intercepted b
Up And Status code Does not match A304%
And URL s in target scope
Down

Automatically update Content-Length header when the response is edited

@ WebSocket interception rules

{8} | lea thaca cattinnc tn rontral whirh WehCarlkate maccanas are ctalled far viewinn and editinn in the Intarcant tah

Event log All issues (D Memory: 131.1MB * Disabled V
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Proxy >Intercept on

CIE2 HHAIE A7t A2 tfotCt Ctrl + F EE= Forward HE S s2{FM L.

Proxy > Open browser

& Burp Suite 2 5
i iew Burp Suite Community Edition v2025.8.4 - Tempo - O X
e Q. GoogleOI M ZAk37{Lt URLE LSIAIR. Burp Project Intruder Repeater View Help Burp Suite Community Edit my
Dashboard Target : Intruder Repeater Collaborator Sequencer Decoder @ (0:
; Comparer Logger Organizer Extensions Learn
HTTP history WebSockets history Match and replace © Proxy settings

@ Intercept on n Drop v || @ Open browser ® :

Time Type Direction Method URL
02:15... HT.. = Request GET https://naver.com/

W naver % +

e/ /wwav.naver.com

@
2
b

Request B @ b LE

7} 2 2a 33 < S ¢

Pretty — b & \n 3 o tH  E2a 20 RE = 45 |

1 GET [ HITP/2

2 Host: naver.con

3 Cookie: NAC=S5TMrEsASbnEu; NNE=DETNBZCGPSOW(Q; NACT=
1; SRT30=1758215640; SRT5=1758215£40; BUC=
sMMZsJ9GUHgUsFnk gUvWFZggBEVeN1HwpevZiMHznjUI=

4 Sec-Ch-Ua: "Not=A?Brand”;v="24",
"Chromium" ;v="140"
Sec-Ch-Ua-Mobile: 20 -
Sec-Ch-Ua-Platform: "Windows"™
Accept-Language: ko-FR,ko;q=0.9
Upgrade-Insecurs-Recquests: 1

Z|SELICL 900H WAL 2 B&

GONG Z|&ELICE c00Y AL 2 E2

User-Agent: Mozilla/5.0
XE4) AppleWe=bKit/537.3¢€

(Windows NT 10.0: Wingd:
(FHTML, like Gecko)

Chromne/140.0.0.0 Safari/537.3¢

M2 - Alal" fal

i1 W mxpalE TheMorea Herald

Accept: 2 mydaily HE=HA AMAHN JUe HLE5o| o=
text/htnl ,application/xhtml+xnl, application/xml ;q=
0.9,image/avif, image/webp,image/apng,*/*;q=0.8, app eIBATY B AL CHEERE ECONOTIMES Dnrm

licsatian/eimadeavrhanaasyr=hFsee=-N0_ 7

pE_—————TEEEEEET T T e S IIE

. . e Digital Today U kbc NEWS AHSIOIA [——— Y
£ 0 highligh

< HEALHEI[1 > -
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ProxyOl|A search £&0]| &5|H HZET|
O LA =22l 5 Send to Intruder

| O] Ol Af OFR L} 2444

. NAVER N + Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.84 - Tempo.. — O X
T Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder @ @
Comparer Logger Organizer Extensions Learn
HTTP history WebSockets history Match and replace e Proxy settings
N 123 > forward | v oo |~ |[ ® opentowser | @
O 123Et0|of Time Type Direction Method URL
o 123HHE{A 02:20... HT.. 2 Regquest GET https://search.naver.com/search.naver?where=nexearch&sm=top_hty&fbm=08&ie=utf8&query=1
b= 02:21.... HT.. > Request GET https://www.naver.com/nvhaproxy/v2/pc/lazy?blockCodelist=PC-MEDIA-WRAPPER &target=PC-
Q1232 ZEH 02:22:... HT.. = Request POST  https://shopsquare.naver.com/api/auth
i "’fr 20|~ 02:23... HT.. = Request POST  https://nlog.naver.com/n
LR G 123-78 02:23... HT.. > Request GET https://www.naver.com/nvhaproxy/v2/pc/lazy?blockCodeList=PC-MEDIA-WRAPPER&:target=PC-
i "RE URE,
‘ | = R = | =, a
8 cogzpe 1B
lowis
Q123 Mgt
O 1238}2X]
FAARE - QIEANEE | QE
Q 1238r4t
HHSAHEAL + S A =gz af
= '”|_|_ I' _ETT— %Egﬁ Q 123I':EI-E.I
Q. 12378
BEUE || Fay
BHAALE 2GS HEAE XISAH @
KBS NEWS BUSINESS[0ST _
AEoM T17| . E2gk. Al Request Inspector n n 2 =T X =
Pretty Raw Hex GraphQ R B8 " =
1@ Kor\Medi HAoaie HelloD ® Newsen NARL ARXEGO| | Pretty  Rav GraphQL S . . =
1 GET /search.naver?where=nexearchasm=top_htysfbm=0& Request attributes 2 v 2
ie=utfBsaquery=123sackey=xépycdze HTTP/1l.1 2
= . ) oozl y i ’ 2 Host: search.naver.com =g
s - Frie0s © L Bt News i Cookie: NAC=5TMrBsASbnEu; NNB=DETNBZCGPSOWQ; NACT= | Request query parameters 6° v =
1; SRT30=1758Z15€40; SRTS5=1758215€40; BUC=
CAib-26 0 e ] =
‘ ELHLS;IJU_TEE:II:ILE;IEEIUMTL;E:?TEE:’I:MLWJD:&PUBQ}; Request body parameters 0 W
¢ HABA} Bl 7] 4/4 N - 4 Sec-Ch-Ua: "Not=A?Brand”;v="24", @
== - "Chromium" ;v=""140"
5 Sec-Ch-Ua-Mobile: 20 Request cookies A v
¢ 3ec-Ch-Ua-Platform: "Windows" g?
£ 2 _ s 7 Accept-Language: ko-KR,ko;q=0.9 o
4W X | FHSHE | 4F2olE VAR S e ° Upgrade-Insecure-Requests: 1 Request headers 17 a4 o
% User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;
BN > i E A r 7 B o xE4) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/140.0.0.0 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml ;=

NG imacralarxif imarcalrraln _imaca lanne X /iKX= 8 anmn

L e > £ 0 highlights
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Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.8.4 - Tempo... — O X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder @ ©
Comparer Logger Organizer Extensions Learn
2 X + p A
(®) | sniper attack v ® start attack S
.D
W
=
Target | https://search.naver.com Update Host header to match target g,_
v
Positions Add § Clear § Auto §
C
1 GET /search.naver?where=nexearchssm=top_htysfbm=0sie=utfBaquery=1Z3sackey=xEpycdze HITTP/1l.1
2 Host: search.naver.com o
3 Cookie: NAC=5TMrBsASbnEu; NNB=DETNBZCGPSOWQ; NACT=1; SRT30=1758215£40; SRT5=1758215640; BUC= °
PrMCAib-26EVMNO 1 rN4UnNUseymF54L1 aLlWiDnPUBgk= = EH I‘l A — _g_ o =
4 Sec-Ch-Ua: "Not=A?Brand”;v="24", "Chromium";v="140" 8 I t d = O h LH — Hl‘JI:I;l 7‘| O‘”B
5 Sec-Ch-Ua-Mobile: 20 - ntruder = 9= + SearcC o = = .
- Sec-Ch-Ua-Platform: "Windows" g

e T L E24401(123)2 query Ij=t0E0f] ASLICE.
query If2tO0/E 2| Zf 220 $$ 7|=E Add SHELICt.

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4d; x&4) AppleWebKit/537.3& (KHTML, like Gecko)

Chrome/140.0.0.0 Safari/537.36

10 Accept:
text/html,application/xhtml+xml,application/xml;q=0.%,image/avif, image /webp, image/apng,*/*;q=0.8,
application/signed-exchange ;v=b3;q=0.7

11 Sec-Fetch-Site: same-site

12 Sec-Fetch-Mode: navigate

13 Sec-Fetch-User: 21

Sec-Fetch-Dest: document

15 Referer: https://www.naver.con/

l¢ Accept-Encoding: gzip, deflate, br

17 Priority: u=0, i

13 Connection: keep-alive

4

sbunes {5}

n ks

] &

Positions Add § Clear § Auto §

1 GET /search.naver?where=nexearchasm=top htysfbm=0gie=utfBacquery=81238§
2 Host: search.naver.com

Masales me ATAP _CTHwD el ClasaTiz a TR _TESTRAMEAAANERATTIN - RTAAT.1 .. ETMTMIAIN_ 1 CO™TI CES AN - &

@€« > O ohighlights 0 payload positions | Length: 906 3

Event log (1)* Al issues () Memory: 238.2MB *4 Disabled v
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Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.84 - Tempo... — O X

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder &) @
Comparer Logger Organizer Extensions Learn
2 X <+ O A
@ Sniper attack _ (® start attack S
' Sniper attack o ALCH . M EH
Target Inserts each payload into each position one at a time, using a single payload set. header to match target g' O L— O'” A-l S ni p er Atta C k |_-I —

' Battering ram attack | Snlper: -6I-L|-9—| ]Il'El'DlE'lO‘” O:IE-l ﬂ'(l:llgl?-l_é_ EléE) A|E

Simultaneously places the same payload into all positions, using a single payload set.

Positicd -

GE; P I Cluster Bomb: 2] It2t0|E (0|: username, password) £ Al
1 ' Pitchfork attac hyEdze /1.
_ EI:‘;% Allocate a payload set to each position. Intruder iterates through each set in parallel. S —— PItCthrk O:IE-' ]II-E'_|-|:||E-| O-” 7_||'7_||‘ Eléiz iil—x_'! QE DHQ

PrM

, see Cluster bomb attack
Sec| Allocate a payload set to each position. Intruder iterates through all possible combinations of

Sec| each set.
Acci

. Upgrade-Insecure-Recquests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x&4) AppleWebKit/537.3€ (KHTML, like Gecko)
Chrome/140.0.0.0 Safari/537.36
10 Accept:
text/html ,application/xhtml+xml, application/xml;q=0.9,image/avif, image /webp, inage/apng,*/*;q=0.8,
application/signed-exchange ;v=b3;q=0.7
11 Sec-Fetch-5ite: same-site

jood sainosay (5

VLS @
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Safari/537.36

10 Accept:
text/html,application/xhtnl+xml,a
pplication/xml;q=0.%9,inage/avif,i
mage /webp, image/apng,*/*;q=0.8,ap
plication/sigmed-exchange ;v=b3;{=
D7

11 Sec-Fetch-Site: same-site

12 Sec-Fetch-Mode: navigate

13 Sec-Fetch-User: 21

14 Sec-Fetch-Dest: document

Pro ver. Payload position:

Payload type:

Payload processing Payload count:

Request count:

You can define rules to p
before it is used.

Payload configura
| Case modification

-

Simple list

Simple list
Runtime file

| Custom iterator

| Character substitution

15 Referer: https://www.naver.com/
1¢ Accept-Encoding: gzip, deflate, Add Enal Payload processin|
br |
17 Priority: u=0, i Edit |
12 Connection: keep-alive You can define ru|
1 Remove before it is used.
ip Add
< |2 1 highlight = 1 payload position
Remove
Eventlog (1)* Al issues Up
Down

Recursive grep
lllegal Unicode
Character blocks
Numbers

Dates

Brute forcer

Null payloads
Character frobber
Bit flipper
Username generator

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.84 - Tempo... — X
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder ) @
Comparer Logger Organizer Extensions Learn
gt <+ JORNS
: | ]
ORI © start attack Payloads D x s
~
Payload position:  All payload positions <
TargetGd Update Host header to match target o
9et@ up 9 Payload type: Simple list :l’.
Payload count: 0O
Positions Add § Clear §
Request count: 0O C
1 GET /search.naver?where=nexearchs
sm=top_htysfbm=0sie=utflaquery= Payload configuration o
§1238cackey=xépycdze HTTP/1.1 a |
2 Host: search.naver.com _ ] ) ) ) =
3 Cookie: NAC=5TMrBsASbnEu; NNB= This payload type lets you configure a simple list of strings that are used as a |
DETNBZCGPSOW]; NACT=1; SRT30= payloads. = O X EH O_I P I d EHO E 0] =
1758215640; SRT5=1758215£40; BUC= 3 I T — ay 0dqas H— o
PrMCAib-Z6EVMNOlrN4WnNUseynF54L1a Paste =
LWjDnPUBgk= E -cl>-|_ I:I E” I:I_l —r —C'>— — Ol E_:I
¢ Sec-th-llas "MoteAsBrand;v-"24", -3 Payload OptionsO| HIAEY H|ZHs S H=S ¢
romium” ;v="140 @
5 S3ec-Ch-Ua-Mobile: 20 Remove
¢ Sec-Ch-Ua-Platform: "Windows” " XA olagd O|_7_| Ll_
7 Accept-Language: ko-FR,ko;¢g=0.9 Clear ® o —TH 4 4
 Upgrade-Insecure-Recuests: 1 -5*
% User-Agent: Mozilla/5.0 (Windows . Q
e T Deduplicate o X Ol dl O:I k 9
T 10.0; Wingd: xed) o A It (wordlist, rockyou.txt) =2127| 7=
AppleWebKit/537.36 (EHTML, like T
Payloads n X
Gecko) Chrome/140.0.0.0 Add

payload type - Numbers A&

o MO 1~107tX] B ZAH7| W= Numbers &
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Payloads L n X

Payload position: = All payload positions
Payload type: Numbers .

Payload count: 10
Request count: 10

i MAMX.

Payload configuration A O pt IONS = E-)I .

This payload type generates numeric payloads within a given range and in a ® F fom. 1

specified format.

Number range e TO: 10

Type: ® sequential ' Random e Ste P T

From: 1

To: 10 o
H

Step: 1 é 1_I_E-l 1077|-X| 1&l EE|EA-| I:Hcl)zl

How many:

Number format

Base: @ Decimal Hex
Min integer digits: 0

Max integer digits: 2

Min fraction digits: | 0

Max fraction digits: | 0

79 of 82



® | snpeaac -

Target  https://search.naver.com Update Host header to match target

Positions Add § Clear § Auto §

GET fsea.rr:h.nave:?ihere=nexEax:chasm=tup_htyifbm=Uiie=utf8ique:y=_£a.ckey=x&pyeilze HITP/1.1

Host: search.naver.com

Cookie: NAC=5TMrBsASbnEu; NNB=DETNBZCGPSOWQ,; NACT=1; SRT30=1758215€40; SRTS5=1758215€40; BUC=

PrMCAib-ZEE£VMNOlrN4WmNUseynF54L1alWiDnPUBgk=

Sec-Ch-Ua: "Not=A?Brand”;v="24", "Chromium”;v="140"

Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: "Windows"

Accept-Language: ko-KR, ko;q=0.9

¢ Upgrade-Insecure-Requests: 1

+ User-Agent: Mozilla/5.0 (Windows NT 10.0; Wintgd; xE4) AppleWebKit/537.3c (KHTML, like Gecko)
Chrome/140.0.0.0 Safari/537. 36

0 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, inage/apng,*/*;q=0.8,

application/signed-exchange ;v=b3;q=0.7

Sec-Fetch-5Site: same-site

sec-Fetch-Mode: navigate

Sec-Fetch-User: 21

sec-Fetch-Dest: document

Referer: https://www.naver.com/

Accept-Encoding: gzip, deflate, br

Priority: u=0, 1

Connection: keep-alive

g D =

Start Attack 1111111

=] & LN =

- M N B L B
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Attack Save

2. Intruder attack of https://search.naver.com

4 2. Intruder attack of https://search.naver.com

Attack Vv

Save V

Results Positions
Y Capture filter: Capturing all items Apply capture filter §
Y View filter: Showing all items : 5
o
Request Payload Status code Response r... Error Timeout Length Comment g-.
0 200 20 750097
[1 1 200 22 776787 I
2 2 200 28 839547 (9
3 3 200 27 794125 -
4 4 200 30 736500 @
5 5 200 25 1016456 e
6 6 200 25 725264 o
o
Request Response o
Pretty Raw Hex Render DE n =
1 HTTP/2 200 0H
2 Date: Thu, 18 Sep Z02Z5 17:30:48 GMT {j
3 Content-Type: text/html; charset=UTF-8
4 5Set-Cookie: page_uid=jExtysqVNBossSeHuilsssssssG-431481; path=/; domain=.naver.com w
5 Set-Cookie: _naver_ usersession_=3+xr8WUGYJaGRtPcPqdb+IQ==; path=/; expires=Thu, 18-5Sep-25 17:35:48 GMT: ;%
domain=.naver.com 3
¢ X-Frame-Options: SAMEORIGIN -

X-Xss-Protection: 1l; report=/p/er/post/xss
° Cache-Control: no-cache, no-store, must-revalidate, max-age=0
5 Pragma: no-cache
10 Referrer-Policy: strict-origin-when-cross-origin
11 Vary: Accept-Encoding
12 Accept-Ch: Sec-CH-UA, Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Form-Factors, Sec-CH-UA-Full-Version-List,
Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version, Sec-CH-UA-WoWc4
13 Server: nfront
14 Alt-Sve: h3=":443"; ma=3€00

lé <'doctype html> <html lang="ko">
<head>

<meta charset="utf-8">

<meta name="referrer” content="strict-origin-when-cross-origin">

<meta name="format-detection” content="telephone=no,address=no,email=no">

<meta property="og:title” content="1 : 000 0OO"/>

<meta property="og¢:image” content="https://ssl.pstatic.net/sstatic/search/common/og_v3.png">

<meta property="og:description” content="'1'0 000 OO0 0O0O0OO. ">

<meta name="description” lang="ko" content="'1'0 000 0O DOOOO. ">

<titled>

1 : 000 0O

</title>

<link rel="shortcut icon” href="https://ssl.pstatic.net/sstatic/search/favicon/favicon_32x32_240820.ico">

<link rel="search" type="application/opensearchdescription+xml” href="
https: //ssl.pstatic.net/sstatic/search/opensearch-description.https.xnl'" title="Naver" />
<link rel="stylesheet” type="text/css" href="https://ssl.pstatic.net/sstatic/search/pc/css/searchl 250529.css">
<link rel="stylesheet” type="text/css" href="https://ssl.pstatic.net/sstatic/search/pc/css/search2 250828.css">

@EIIE: Je

Finishec Cum— @

0 highlights

182E 107X] &

= &t

OHL

e RequestO|A= LH7
e Responsed|A= Lt
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